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(57) Abstract: It is possible to effectively authenticate a terminal 
which attempts connection to (participation in) a mobile network 
even when the connection between a mobile router and a ground 
side mobile router access base station is unstable or disabled. In 
addition to a first authentication server (authentication server (7)) 
arranged at a position apart from a mobile network (mobile router 
lower node network (4)) arranged in a mobile body, a second authen- 
tication server (lower node authentication server (12)) is arranged in 
the mobile network so that authentication of mobile terminals (ter- 
minals 13a, 13b) can also be performed in the second authentication 
server. Especially when the connection between the mobile network 
of the mobile body side and the first authentication server of the 
ground side (that is, communication between a mobile router 10 and 
mobile router access base stations 5, 6) is disabled, the second au- 
thentication server authenticates a mobile terminal which attempts 
to participate in the mobile network. 

(57) mm-. ^Sb-t-s^/wju/u-* fc*±«a*'<-f fr*r~ 

4) Ax&«*tfc*Brl=E«**tfc»lBBE-y— /< (BE*- 
/<7> fcl*5MI=. *2BE*-'< CTttME*-/<l 2) 

h^-^ftlcEBU JR2BBE-9— /M=*5^"C 
t^idig* (Ml 3a, 13b) <»BH£tTa.*J:-?U 



Y\#2004/029819 Al AlMMHMMM 



SK, SL, SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, 
VC, VN, YU, ZA, ZM, ZW. 

(84) ti^H f ARIPO (GH, GM, KE, LS, MW, MZ, 

SD, SL, SZ, TZ, UG, ZM, ZW), i-V v7l#§* (AM, 
AZ BY, KG, KZ, MD, RU, TJ, TM), 3 — □ 'V /< WIT 
(AT BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI, FR, GB, 
GR HU, IE, IT, LU, MC, NL, PT, RO, SE, SI, SK, TR), 



OAPI ftlf (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW, 
ML, MR, NE, SN, TD, TG). 



WO 2004/029819 



1 



PCT/JP2003/012318 



w m m 

■^mm^^^ ^^^^^^^^^^^^^ 
5 &mftm 

10 W&ftflf 

z>&m*v ^(vmm (#* t-tzm&. ^<d^^ 

20 LAN (Local Area Network : n j?/VxJ) M7' ^ ) 

25 V^ 0 

mtxrn i io- 7 0 5 4 o (®m [ooh] - c 



WO 2004/029819 




PCT/JP2003/012318 



2 



0 0 6 73 ,01,02,05) 



WO 2004/029819 



3 



PCT/JP2003/012318 



=IE1h-^^B2MtiE*-^^^affi^^^^^^* | J^^^^^ J ^^ 



WO 2004/029819 



4 



PCT/JP2003/012318 



r<D«fi£^«t«9, 9$ 2®fiEif— &1BSEU— ^T*f&fEJ-J&#)L 
5 fE£S&2»fiEf— ^fftSJ: 

b, ^l^HE^-^iOiim^^t^J^^tL^^. SS2f&SEU— 
20 ft*r©1*# 5 r. <h # ^IhI 



„ PCT/JP2003/012318 

WO 2004/029819 



10 



LfcfMft**fc*|- BSE*-'*:*** 2 BE*-'^ 

*tU"C, B«ES**ri*«i~**3 KlL ' t: ^* 0 

W»*«itfci^, »iBBE^-^i:»2Bli£^'-^i«>a«* s ^ 

fiBlBliE^-^t-WEe**^ 0 ^* 1 *^ - ^*^****^* 
25 EEtt**S<»U lllMt^^iff^^^^^^^ 



15 



20 



WO 2004/029819 




PCT/JP2003/012318 



6 



15 ttt^5„ 

20 ^ lfgfSEf- — /<^hmWf— ? £&#U #2l8fEf— 



WO 2004/029819 



7 



PCT/JP2003/012318 



pjfg£ft<9, SK2BSEU-— -f^<T<0«S5tsro|BliEfe*&*ES^#S 
25 ¥Uifr3M££^U fMbH^&WM***** 1 *^ **** * h:7 ~ 



WO 2004/029819 



8 



PCT/JP2003/012318 



WO 2004/029819 



9 



PCT/JP2003/012318 



rs**»iiE^-^* s »^r5**©*«*ftwr*r:i^«4:*s. 



WO 2004/029819 



10 



PCT/JP2003/012318 



15 sen, **W©it<DJgl©*5' h!7-*K:B1I3*i-CV^T<fc» 

20 mitt, *&W(omifo<DMm*^-r*v M7-*«j*H-cfcs. an: 

a*-*"** M7-*tt, h7~* 2, T^*^^!/ 



10 



PCT/JP2003/012318 

WO 2004/029819 

11 

fee. ^^nofc^^7^^*» 

*,of/WW-* 1 0 /WU-*T*-fc*»«l»6 

«13 (Bltfi, S*13a, 13b02O0**13*B*$ 
1 Oi***tLT*50. 3 «> **T*-fe**»»l 1 * 



15 



20 



WO 2004/029819 



12 



PCT/JP2003/012318 



fcfc, @ 1 t*t«8* 1 3 ©rt»i*©-«lfcoV^KWt 5. El 2 

2 o , 9ftfM«#a 2 i , mt*& 2 2 , sft m% 2 3 , 

2 4, AttS*^1^^^2 5, Atil^2 6fcJ:D«^**t5. 

0 ***»fflNMk2 0 2 ir±, ^w^iifliiii 

.5 |&WU^^ot^5o W^2 4l:it MAC7K 

i^*fc£<D»3|ci d^ME^-*******^* 5 ^ ME-fr- 
ME?*-* ir*s-5T<B-e«>Sa AW^flfJW^® 

25 f6. 113(4, ^IgW^mfe^^®^^ hP-^teMStl-Cl^S* 



WO 2004/029819 



13 



PCT/JP2003/012318 



t^^^/wv-noit m 3 K:^-rrtgB«jiJc«r*rL-ti^5„ (23 

|fg3 2, ^$S»^*03iS*^^® 3 3 . *W&*&&fc]3MS!3 4, 

illl^li^ss, |«9II^3 6, 3 7 J: 0*1*3 

5 tu5o 

^»»tt**B«s*asflr^ifc 3 3r±, p-#yva«#Jiii#«3 2£^l 

tD-#/Hff¥»3 1 fc#«U «»S*HAN 3 0_kiC 
15 wU2^iUX^!), ^SSjK«ftUfem^«^S3 3^e>TttSBIiE 

LAN 3 0^««i-6«5l5r^-fc^*«»l 1 ^T&WUV- '< 1 2, 

iH3*J«l^&3 5 &t5«8j»iim#® 3 6«:^b-C*^>r /WU- 

25 #J£3 6 3 5 ^ tt^/WW-^W J/ h !7 - 
? 4^a>fb^f L7t^fx-*K:II§LTfc, |H^{31^^$IJ^1^^3 7 



WO 2004/029819 



14 



PCT/JP2003/012318 



^Wt 3 1 LTLAN3 0 

-Cl^TtfcWSE"^— 1 2 «h IU4 i^^ft^ftfcSr^r LT^5 0 1214 
{Z^i-T&MliEf— 1 2 n— ^/Viiff ^££4 1 , n — # /Wolff ffsU 
ifS4 2, ^^^^11^4 3, |RfE5l3ft£tt3Mft4 4, 
fgfiEfltjggiSHf ¥l£4 5,fl»SE^*^fi^4 6,fRSE^*^fff^©4 7, 

* td#JbqL«t 5 i: ITl^S* 1 3 ^f«* 1 3 (Di&m IDM 

15 r^iffi^ 1 3 <Dmm&4>t'<x7— K«r^if»fiE^-*&tBtiE®#* U 

o -^"C, TffiWIEi^-^l 2»i, LAN 
3 o £^e& LT^'M /ua-- * l o ^PjiUff ^ttr < 3 

^»«««ifttt*aflr^ft4 3icj: osflrrs u^^s 3) . a**. 



WO 2004/029819 



15 



PCT/JP2003/012318 



s4) o MMm#mm-*sm***^ BiES*t^«*i 

flT¥«4 1. LAN3 0. ^/WV-nO^U (-e^/WV- 
^I2(t tO*E»*«rLAN3 0, p-*^M¥S4 1 XU«o- 

^ss) x 3^»«fi i pr*^^* 1 t> <0 " e *> 5 *^* !ir± ' ss^wpt 

^ I D&O^-f I DiW^HSo 

25 4 7f4, ^©ffRr/^W^**"*'*^**:**! 3 fcfct b T aHTT 
2> (^f y/Sl 1) o 



WO 2004/029819 




PCT/JP2003/012318 



16 



^it^#^4 8«, tf$gfe^3#^4 9^cO r^lJffl^CO^fiEx-^ J X~ 

SI 3) , ^f«^I Dfc&asi£^-*a s #fci-s*>5a>&*jtfi-s 
^tt,»SEjg*i tt«s*i 3<Dmmfr*i*mj£L (*v-y?s 17), 

15 5. ^fy^S 1 4tSK**I DHff5BBf-^ 

^-rci^bOfBSES****! 3(^ttiistS(^fi//S 1 Do 

— ^ 4 ±.<D$u3iT ? ± *mmm 1 1 ^^-rs^ 1 3 

1 3 <7)J»5fe I BRU^(D^ 1 3 <Dmm%& k'**7~~ K&^tfSBBET* 



WO 2004/029819 




PCT/JP2003/012318 



17 



BE#fTfc>*L<5J: 9^*1 3©»!ER*S:*-^^y h!7-^ 2±tf>»ffiE 
1^-^7fcS«i-5. *-**r/ 2 ©WEI*— '< 7 

5^^^R|^^^-</WU— ^ 1 0 ^^-f /WW— ^T^-t^Siffi^ 5 „ 

±(DT{iisiiEf— i 2xmumm^no r. ^aspr^t&So t 

20 #^&^{-^$)"?£>5o 

M7 — * 2 icm-tZt^Uy—-^ 7 "CflRSESrff 5 ywu— ^Ttt 

25 V^tf, it©S*l 3©»IE«r*rT(fcBIEf— 1 2 "CfT 



WO 2004/029819 





PCT/JP2003/012318 



18 



10 J^T> |g|6Sr#flftb*^b, TffiUBSE^— ^1 BE"!*— 7 ^ 

15 *4, 0 6 ^^^l^t^L-Cl^o 

B 6 fc*^T<fcBEiJ-- '<l 2*4, »IiEma«»i^©6 7 £^ 
•fSi:^ 5 r©»BE««*»#«6 7*4, *«Vttflfttt*n£ 



WO 2004/029819 



19 



PCT/JP2003/012318 



AN 3 0, ^/M^^lO^t'HU, * — A* y h !7 — 9 2 JL 
(O^fiEif-^ 7 $5* 1 3 Wfg|Ef;i£^^flEx~*£$l#U & 

<5 o 

—9 %^M-rz>^ i(cj:oT, v v v — 9 2 ^m-t&nu-v-— 

10 ! 2 -^(D h =7 7 4 y 9 &WmiTZ) C £ ^-STfg^ ft6 0 ft*3* ^J^L 

u- - ^ 7 ^ i&irt-r s w $& £ 1*3 ^ £ -fr 5 * x mx.it-^mm^iffDm^. 

15 

Db^yh? — 9 sis/is—PTftL^ y V V — 9 4 ) bfflfcfrhtcWfPJr 

20 (T^fiEf--^l 2) £^®J^:y h V - 9 ft i-SBM U Sg2fSfE-y- 

— /^jol^T^®)^* 1 3 a % 13 b) OfgfE/^tTX-S £ 3 \C 



WO 2004/029819 



PCT/JP2003/012318 



20 

it jft <d m H 
-r s r t *s "rt6*i»**»^a ^ * - * ***** i £ 

4. WIBf5 2l8SE1»— bubS^ l«SE1f"-'<£:fl&l2$&2f&fiE1f- 



WO 2004/029819 




PCT/JP2003/012318 



21 



6. Hutem 2f&ElJ- — tufBH 1 IliEt- ^irffjfe^ 2®iEf- 
10 |ff#^^Bijl5B 1 EEt- <£>i§Hf "TfErt^^^'JIfr HufSUl 

igfiEi^— ^ t o ii ft a* ^ m t m m £ tc m& , stj 12 ^ 2 fgfiEU— ^ & > 

15 

7. m)fsm2^iiEf--^^. Bff^*^ ^ >-?x*mmm immv— 

s<fr h SufS^lEx - * £ b , flu IB til ^#33^ \^W$h £ fix V n 5 hu 
ISBiiET*- * £ H*f -T 6 i: 5 $ tt-C v n 5 ^ i: i" 5 IS*^ 6 

IB ft ^ SE > * x ^ o 

20 

JH£^:lf «t MUtfc^Ti^:: i: $:«rtft£1"*fll3fc9C 3 K IB 
25 5l€^iiEv'^ x A 0 



• PCT/JP2003/012318 

22 

5 

1 1. tffl»tt#*a s , A&IBJR2B!iE1J— /<tc*tLT, »BES#S:3£ 

15 

fiMBgl BSE *-/<fctte»M**ra&o-Cffl l »SE*w<a>fc«l 
20 Bfrtt«*©KIE*S**£« U WIBJB 1 WGE*- '< t 

fc^BrStLfca^fctt* mnE*2«liE*-^a s «(rlB»»«*«>BE*:1? 

1 3. ftufEil 1 WU-V— ^^BtilEBSEil*S:3lo-C ituffi^ 1 BfEIJ— 

25 /^ibiifjfE^C^ 



PCT/JP2003/012318 

14. tuts^ 2»aEf— buis^ ibbeij— tiller 2mu-v- 

15. BfrlE#2|BIiE-»J— Bt^^ S ^^X^mum 1 ffiffiElJ— 
20 17. fulfil 2 f&IE SfrlSffiBEK^Sri^fll LfcHufE^l!]** 



WO 2004/029819 

23 



WO 2004/029819 




PCT/JP2003/012318 



24 



1 9. ffiu®m^&miL*ft?^k&-*smt-fz>wm^$kt. mm 

LO 

2 i. mm&W}** yy — t ^hmntcmm^um^tit^^Mm^ 

25 |BBIiE7 f -^fcb-C*lrti-5^4:Sr^»i:-rSSt*«2 1 K:IEtt*>iS* 



WO 2004/029819 



25 



PCT/JP2003/012318 



2 3. BiUmm^y frbMftfrWfffi^um£titz.i&3iWU-y- 

10 2 4. m^^^-i' 5 >^T% mW&tb^y V V — PfrbMtifcMffifc 

]|23 {3l|BifeO**IBfiEf— 
15 2 5. HilfEiBfiE3M8:U:«fc 19 ffjf2#f^*0!&fiE^T o T , fufa*»C 

20 

^ ffiic o #s 5fcKSE f- — ^ o 

25 



WO 2004/029819 




PCT/JP2003/012318 



1/6 



FIG. 1 




A/ 



A/ 



2 



Ay 



isiiE-y- 



— / \ A/ 7 











Tit 


Ayi2 











A/10 




WO 2004/029819 




PCT/JP2003/012318 



2/6 



FIG. 2 



/ 



zv 




22 



23 



A/ 21 



A/ 



25 



Ay 



26 



WO 2004/029819 



IPCT/JP2003/012318 



FIG. 3 



3/6 



/ 



1 




, 2 




i 





35 



36 



A/ 



34 




33 



A7 



^ — 1 


i . ■ — i 


f / 


p— ^;uilt 





32 



31 



30 



WO 2004/029819 



IPCT/JP2003/012318 



4/6 



FIG. 4 



fiJffl#(DlSliEx— $ 



• • • 



49 



43 




ensues 



p— 



46 



47 



42 



48 



41 



p— 



LAN 



30 



12 TiilSliE-9— /< 



WO 2004/029819 




PCT/JP2003/012318 



5/6 



FIG. 5 



A7 S3 




NO 



K/S5 



SagjfclDlzffiSISIiE^r— 



S7 





NO 



AV S 9 



T 



Ay S10 




r^i^prj 
diss 



S16 



YES + A/ S I 7 A/S18 



I 



r^pTjlctJ 



BIEiS*£ill3fcl 3l3£fc 



$17 



WO 2004/029819 



6/6 



PCT/JP2003/012318 



FIG. 6 



68 
< 



EffiEWfR 



■4- 



67 



64 
1A7 
<« 



66 



65 



LAN 



63 



Misuse* 



I 



62 



61 

Ay 



p— 



I 



30 



\ 



12 /< 



